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AHOTAIIA

Jlimuacekuii O.B. CucreMa BUSBICHHS aHOMATi y MepexeBoMy Tpadiky Ha

OCHOB1 MalllMHHOTO HaBYaHHS.

Meroro kBamidikariiHoi poOoTH € po3podKa Ta pearizallis MPOrPaMHOI CUCTEMH,
10 JO3BOJISIE€ BUSABIISITU AHOMAJIbHY MEPEKEBY aKTUBHICTh 3 BAKOPUCTAHHSIM aJITOPUTMIB
MarmHHOTO HaBuaHHA. O0’€KTOM IOCHTIKEHHS € MepekeBU Tpadik y KOMIT FOTEPHHUX
cucteMax. Y XOjl BUKOHAaHHSA JUIUIOMHOI poOOTH OyJi0 peani3oBaHO MPOTPaMHUN
KOMILJIEKC, IO CKJIAJAa€eThCcsl 3 MOIYJs 300py Tpadiky, oOpoOKM, arperaiiii O3HaK Ta
MOJyJISl aHaji3y 3 BUKOpHCTaHHSAM Mojeni Isolation Forest. Pesynapratu TecTyBaHHS
MIATBEPIAIN 3/IaTHICTh CUCTEMH €(PEKTUBHO BUSBIISITH MIAO3PLITY aKTUBHICTh, 30KpeMa
ckanyBaHHs nopTiB, macoBl HTTP-3anutu, TyHemoBanHs DNS Ta HEeTUNOBY HIUHY

AKTHUBHICTb.

KirodoBi cioBa: BUSIBIEHHS aHOMAii, MepexxeBUi Tpadik, MalIMHHE HaBYAHHS,

Isolation Forest, kibepOe3meka.

SUMMARY

Lishchynskyi Oleksandr Anomaly detection system in network traffic based on

machine learning.

The purpose of the degree work is to design and develop a software system for
detecting anomalous network activity using machine learning algorithms. The object of
the research is network traffic in computer systems. The developed software includes
modules for traffic capture, preprocessing, feature aggregation, and analysis using the
Isolation Forest model. Testing confirmed the system’s ability to successfully detect
suspicious activity such as port scanning, mass HTTP requests, DNS tunneling, and

unusual night-time behavior.

Keywords: anomaly detection, network traffic, machine learning, Isolation Forest,

cybersecurity.
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